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National Infocomm Club 
Awards (NICA)Challenge
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Objectives

> Motivate Infocomm Clubs to strive for excellence in 
infocomm and training;

> Encourage schools to embark on innovative projects 
that will benefit the school, society or nation;

> Recognise schools for their club achievements and 
which in turn help to raise the profile of the club among 
all the CCAs in the school.
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Benefits For Schools 

> Receive Trophy and attractive prizes

> Publicity from the mass media

> Acknowledged at different platforms Eg: i-Space, Awards 
Ceremony, Club Chronicles, Talent Portal, eNewsletter 
and Facebook

> Advertise their win publicly 
ÁEg: outdoor banners, exhibitions, school collaterals, 
year books, etc  

> Create a niche for themselves
ÁAttract infocomm inclined students to their schools
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Attractive Prizes
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Awards Category

ÅNational Infocomm Club Awards

ÅPrimary Category

Å1 Winner

Å2 Merit Awards

Å1 Studentsô Choice 

Award 

ÅSecondary / JC 

Category

Å1 Winner

Å2 Merit Awards

Å1 Studentsô Choice 

Award 
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Award Details

> 2 rounds of judging  
ÁInternal Judging - Evaluation panel from IDA
ÁExternal Judging - Representative from IDA, MOE, 

SCS, SITF, SSC

> Award Distribution per Category
Á6 best projects will be short-listed from all submitted 

projects   
Á3 top schools per category will be accorded 1 

Distinction and 2 Merit Awards 
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Award Guidelines

> Schools can submit more than one project

> Clubs will submit their projects using an entry form signed 
by the Principal and sent via mail

> All finalists are required to give a 5min presentation on their 
projects to the judging panel

> Schools are encouraged to submit the projects in the 
following format:

- Mobile applications
- Interactive websites
- Games
- Flash Animation
- Any other dynamic and interactive applications
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Award Guidelines

> Projects will be judged based 
on :
Áinnovativeness
Áimpact
Álevel and type of infocomm skills 

applied
Ápotential to be modified or further 

developed for greater usage by 
others 
Ápresentation skills
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Timeline

Date Event

31 August Entry closing date

Early September Internal Judging

Late September Final Judging

Early October Announcement of 12 Finalists

Early November NICA Awards ceremony
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National Infocomm Clubs Awards 2011

Theme : Cyber Security & Wellness
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Agenda

Å3 ÅUnderstanding 

ÅCyber Wellness

What is cyber wellness?

Internet threats

What can technology do?

Å4 ÅIdeas for Competition Things you could do for the competition!

Å2
Learn how to protect your online lifestyle!

ÅI        My Digital Life

Å1 Infocomm Security Masterplan 2

Cyber Security Awareness Alliance

ÅOverview
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Infocomm Security Masterplan 2
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Cyber Security Awareness Alliance

The aim of the Alliance is to: 

> Build a positive culture of cyber security in
Singapore where infocomm security becomes
second nature for all infocomm users; and

> Promote and enhance awareness and adoption
of essential infocomm security practices for
the private and people sectors.

ÅOne of the key initiatives under Infocomm Security Masterplan 2

Cyber 
Security 

Awareness 
Alliance

Public 
Sector

Private 
Sector

People 
Sector
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Have you heard about the iPad Scam?
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Have you heard about the iPad Scam?

ÇSTEP 1: "Become a Fan" of the page

ÇSTEP 2: "Invite your friends" to also become 

fans of the page, and take part in the "special 

pr

ÇSTEP 3: "Claim" or "Apply" for your prize.

ÅApple's much hyped iPadlaunch is just another example 

of how spammers capitalize on currentnews 

developments and prey on unsuspecting users.
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How does it affect us?

ÅSlower PC

ÅDisruptions at Work

ÅConfidential Data at Risk

ÅCan we live 

without our 

computers?
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Å Life In The Digital Age

Facebook, Twitter

Google Search

MSN 

Skype

You Tube

Instant messaging, E-

mail, Online Gaming, 

Online Shopping, 

Internet Banking, and 

much more!
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ÅSource: AV-Test.org, Novóô09

ÅThe threat of volume, profit driven
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Digital Underground Economy

Asset Going-rate ($)

Pay-out for each unique adware installation 30 cents in the United States, 

20 cents in Canada, 

10 cents in the UK, 

2 cents elsewhere

Malware package, basic version $1,000 ï$2,000

Malware package with add-on services Varying prices starting at $20

Exploit kit rental ï1 hour $0.99 to $1

Exploit kit rental ï2.5 hours $1.60 to $2

Exploit kit rental ï5 hours $4, may vary

Undetected copy of information-stealing Trojan $80, may vary

Distributed Denial of Service attack $100 per day

10,000 compromised PCs $1,000

Stolen bank account credentials Varying prices starting at $50

1 million freshly-harvested emails (unverified) $8 up, depending on quality
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TOP 5 INTERNET THREATS TODAY

Banking Trojans

Botnet Warfare

Personal Data Theft

Online Scams and Phishing

Search Engine Poisoning
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Banking Trojans
Case Study: The fake Alonso car accident   

story 

> Spam mails, containing fabricated news of Formula One 
star Fernando Alonso involving in a car accident, were 
used to distribute a new banking Trojan.

ÅVideo clip with spectacular blast
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Å(roBOT NETwork) Also called a "zombie

army," a botnet is a large number of

compromised computers that are used to

create and send spam or viruses or flood a

network with messages as a denial of service

attack.

ÅThe computer is compromised

via a Trojan that often works by

opening an Internet Relay Chat

(IRC) channel that waits for

commands from the person in

control of the botnet.

ÅBotnet Warfare

ÅThere is a thriving botnet 

Åbusiness selling lists of 

compromised computers 

Åto hackers and spammers. 
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Personal Identity Theft
Case Study: University of California, Berkeley, 2010

160,000 exposed to possible identity theft 
after hackers attacked restricted computer databases

> Students, alumni and others related were affected

> Individualsó social security numbers, health insurance 
information and non-treatment medical information (e.g.  
immunisation records) stolen

> Hackers accessed a public website and subsequently 
bypassed additional secured databases stored on the 
same server.
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Personal Identity Theft

So long as there is a market to acquire personal data, there 
will be cyber criminals who will work for such 

information for the monetary gains.
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Email Phishing
Case Study: Targeted attack emails sent to 

thousands of HSBC customers

ÅHSBC BANK PLC never sends their users 

emails requesting personal details this way.
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ÅOnline Scams and Phishing
Å Example: Offline message with malicious URL
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Search Engine Poisoning
Case Study: Massive Earthquake in Chile Leads to a  

Surge of Rogue Antivirus

A  massive earthquake struck near the Chilean city of Concepcion in the early hours 
of the morning of February 27th, 2010.
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Search Engine Poisoning
Case Study: Massive Earthquake in Chile Leads to a Surge of  

Rogue Antivirus

Search engine results returned for terms such as ñChile Earthquakeò were being 
poisoned to lead users to rogue antivirus web sites.
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Search Engine Poisoning
Case Study: Massive Earthquake in Chile Leads to a 

Surge of Rogue Antivirus
> Visiting the URLs show the all too familiar fake online scan page such as 

the following:

> After the fake scan is complete or if one tries to navigate away from the 
page, the user is offered the obligatory download of files with various 
filename such as packupdatebuild[RANDOM NUMBER]_[RANDOM 
NUMBER].exe or inst.exe. These files were in actual fact, virus files.
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ÅDigital Lifestyle

ÅProtecting yourself from Internet Threats

Use Antivirus and 
Antispyware 
programs.

Use a Firewall.

Be cautious when 
clicking on links or 

downloading files in 
email or instant 

messages.

Use a phishing filter, 
built in most email 
programs and web

browsers.

Limit the amount of 
information you put 

online. 

Make online 
transactions only 
from a secured 

website and 
computer.

Verify authenticity 
and security of 

downloaded files 
and new software.

Update software with 
new patches 

regularly.

Identify and back up 
personal or financial 

data.

Create and use 
strong passwords.

Use password and 
encryption to protect 

information. 

Only connect to 
authorised wireless 

networks.
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Cyber Wellness

Refers to the positive well-being of Internet users and a 

healthy cyber culture for the Internet community.

It involves an understanding of the risks of harmful online 

behavior, an awareness of how to protect oneself and others 

from such behavior, and recognition of the power of the 

Internet to affect oneself and the community at large.

ÅSource: National Internet Advisory Committee (NIAC)
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Cyber  Wellness is about:

> Embracing the Net and Inspiring Others

> Developing Astuteness

> Practising Respect and Responsibility 

> Striking a Balance Beyond the Internet

ÅSource: Singapore Cyber Wellness Task Force 
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The 5 óCôs of Cyber Wellness

ÅSource: Singapore Cyber Wellness Task Force 

ÅCyberbullyingCommunity

ÅPedophiles/ Online Predators

ÅSextingContact

ÅExposure to Undesirable ContentContent

ÅInternet & Gaming AddictionConfusion

ÅFalling prey to commerce-related 
cybercrime.Commerce

THREATS FACED BY CHILDREN ON THE INTERNET
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The 5 óCôs of Cyber Wellness:

ÅSource: Singapore Cyber Wellness Task Force 

ÅSafe and healthy communities (both real 
life and online). Community

ÅBeware of truthfulness in online 
interactions.Contact

ÅFilter undesired contents.Content

ÅPursue dreams with focus.Confusion

ÅIncreased connectivity on the Internet 
increases the risk of security breaches. Commerce

WHAT TO DO?
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What Can Technology Do

VWarn, prevent users from going to harmful websites

VParental Control features (e.g. web filtering tools) to filtering 

inappropriate websites 

VData Theft Protection

V Scan, Detection & Clean threats

V Provide internet protection, yet should not disrupt you when you work 
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> Ideas for Competition
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To promote Cyber Security & 

Wellness using these interactive 

platforms
Mobile Apps

Develop a mobile app in the 

form of quizzes or games, 

etc.

ÅFlash Games

ÅAnimations or games to 

illustrate and engage the 

audience 
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