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Objectives

> Motivate Infocomm Clubs to strive for excellence In
Infocomm and training;

> Encourage schools to embark on innovative projects
that will benefit the school, society or nation;

> Recognise schools for their club achievements and

which in turn help to raise the profile of the club among
all the CCAs in the school.

© 2011 IDA Singapore. All Rights Reserved. RESTRICTED 2



Benefits For Schools

> Receive Trophy and attractive prizes

> Publicity from the mass media

> Acknowledged at different platforms Eg: i-Space, Awards
Ceremony, Club Chronicles, Talent Portal, eNewsletter
and Facebook

> Advertise their win publicly

AEQ: outdoor banners, exhibitions, school collaterals,
year books, etc

> Cregte a niche for themselves
AAttract infocomm inclined students to their schools
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Award Detalls

> 2 rounds of judging
Alnternal Judging - Evaluation panel from IDA
AExternal Judging - Representative from IDA, MOE,
SCS, SITF, SSC

> Award Distribution per Category
A6 best projects will be short-listed from all submitted
_projects
A3 top schools per category will be accorded 1
Distinction and 2 Merit Awards
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Award Guidelines

> Schools can submit more than one project

> Clubs will submit their projects using an entry form signed
by the Principal and sent via mall

> All finalists are required to give a 5min presentation on their
projects to the judging panel

> Schools are encouraged to submit the projects in the

following format:
- Mobile applications
- Interactive websites
- Games
- Flash Animation
- Any other dynamic and interactive applications
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Award Guidelines

> Projects will be judged based

on.

A innovativeness

A impact

A level and type of infocomm skills
applied

A potential to be modified or further
developed for greater usage by
others

A presentation skills
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Timeline

31 August Entry closing date

Early September Internal Judging

Late September Final Judging

Early October Announcement of 12 Finalists
Early November NICA Awards ceremony
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National Infocomm Clubs Awards 2011

Theme : Cyber Security & Wellness
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EInfocomm Security Masterplan 2
B Cyber Security Awareness Alliance

m | @ My Digital Life o
ELearn how to protect your online lifestyle!

E Understandlng ® What is cyber wellness?

Cyber Wellness F Internet threats
B What can technology do?

ldeas for Competition ® Things you could do for the competition!
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Cyber Security Awareness Alliance
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Infocomm Security Masterplan 2

Singapore as a

Secure & Trusted Hub

People, Public & Private Sectors

High Resilience & Availability of
National Infnccmm Infrastructure & Services

e a2

Ernarging .
Technologies |2 2mance U=zers || Practitioners R&D0 Industry Internationalll standards
& Thrests & Folicy Relations
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Cyber Security Awareness Alliance

One of the key initiatives under Infocomm Security Masterplan 2

Public
Sector

Security
Awareness
Alliance

The aim of the Alliance ik TN
People
Sector
f Cyber. Se What you can do with these

~Securirv €S five online security measures...
rs; and i
> Promote and enhance awareness and adoption ...

of essential infocomm security practices for

the private and people sectors.

Private
Sector

> Build a positive ¢
Singapore where info
second nature for all infocomm

UPDATE

PASSWORD
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Have you heard about the iPad Scam?
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Have you heard about the IPad Scam?

\aa

Apple's much hypedPadlaunch is just another example
of how spammers capitalize oourrentnews
developments and prey on unsuspecting users.

. 3
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How does it affect us?

A Slower PC
A Disruptions at Work
A Confidential Data at Risk

Can we live
without our
computers?

= ~N
RESTRICTED Safeonhne.ls‘g (’) TREND.
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Life In The Digital Age

P Facebook, Twitter

/) TRMa=

F Google Search

‘ F MSN

E Skype
P You Tube

/

I Instant messaging, E-
mail, Online Gaming,
Online Shopping,
Internet Banking, and
much more!

?

|
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ONE threat every 1.5

The threat of volume, profit driven
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Digital Underground Economy

Asset Going-rate ($)
Pay-out for each unique adware installation 30 cents in the United States,
20 cents in Canada,
10 cents in the UK,
2 cents elsewhere
Malware package, basic version $1,000 7 $2,000
Malware package with add-on services Varying prices starting at $20
Exploit kit rental i 1 hour $0.99 to $1
Exploit kit rental i 2.5 hours $1.60 to $2
Exploit kit rental i 5 hours $4, may vary
Undetected copy of information-stealing Trojan $80, may vary
Distributed Denial of Service attack $100 per day
10,000 compromised PCs $1,000
Stolen bank account credentials Varying prices starting at $50
1 million freshly-harvested emails (unverified) $8 up, depending on quality

. 3
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TOP 5 INTERNET THREATS TODAY

! Banking Trojans

othet Warfare

.

ersonal Data Theft

-

Online Scams and Phishin

-

earch Engine Poisonin

A e
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Banking Trojans
Case Study: The fake Alonso car accident
story

N
> Spam mails, containing fabricated news of Formula One £ /s
star Fernando Alonso involving in a car accident, were
used to distribute a new banking Trojan.
: citi’ E¥ TRADE
Online Banking =l (Sign ON 15 your sccounts SECURE LOG ON:
% s:f:":' .:re:m l I.m,", User 10: Password:
Enter Online 10; Ip"m"
— | (g | | —
F] F‘:':_:"'""" LoGon ) Px
00:00/ 04:50 &'t I8 ’::‘:".'% . Your mather™s maidan name:

Video clip with spectacular blast i

SINGAPORE
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© 2011 IDA Singapore. All Rights Reserved. RESTRICTED BSsateonline.sg m II,?E';‘E 21

Cyber Security Awareness Alliance


http://www.google.com.sg/imgres?imgurl=http://androidos.in/wp-content/uploads/2010/10/trend-micro.jpg&imgrefurl=http://androidos.in/2010/10/trend-micro-starts-testing-its-android-security-app-in-taiwan/&usg=__t0iI3_z2QcrhsuUrON-0AXBz3yE=&h=326&w=800&sz=101&hl=en&start=1&zoom=1&um=1&itbs=1&tbnid=N53IV5ZxIFtI4M:&tbnh=58&tbnw=143&prev=/images%3Fq%3Dtrend%2Bmicro%26um%3D1%26hl%3Den%26sa%3DN%26tbs%3Disch:1&ei=k99HTfHYCsm8rAejyfSjBA

| ¥ my Digital Life
Botnet Warfare

> . m\\a@. 2 A~ ‘Ef'.
$-Op wli Sopwd

(roBOT NETwork) Also called a "zombie The computer is compromised
army,” a botnet is a large number of via a Trojan that often works by
compromised computers that are used to opening an Internet Relay Chat
create and send spam or viruses or flood a (IRC) channel that waits for
network with messages as a denial of service commands from the person in
attack. control of the botnet.

el 4

e 1™ There is a thriving botnet

=
=

business selling lists of
compromised computers

Fa
Lf. to hackers and spammers.
iDA
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Personal Identity Theft
Case Study: University of California, Berkeley, 2010

160,000 exposed to possible identity theft
after hackers attacked restricted computer databases

> Students, alumni and others related were affected

> I ndividual s6 social security n
Information and non-treatment medical information (e.qg.
Immunisation records) stolen

> Hackers accessed a public website and subsequently
bypassed additional secured databases stored on the
same server.

|
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Personal ldentity Theft

So long as there is a market to acquire personal data, there
will be cyber criminals who will work for such
iInformation for the monetary gains.

SINGAPORE
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Email Phishing

Case Study: Targeted attack emails sent to
thousands of HSBC customers

You Have

ou are viewing Personal Banking

HSEC United Kingdom
]
The world’s local bank Personal Business Corporate
Personal Current Savings Investments Credit Loans Mortgages Insurance Intemational HSBC Green
Home accounts Cards Services Premier

Internet Banking

P LEL

Information

Internet Banking

[£3; 2eply for a Passport account

Welcome

inputinternet Banking user ID ¢.9IB12345€67890

I ||?,=; Logon
Forgotten ID? Contact HSBC
Help Register

New Customers
Find out more about intemet Banking

o o
Miehlateracivezderns B%; Personal Loans. Find out more. [55; 2wy for a Passport account

Find outabout The Virtual Forest

Business
Internet Banking

IMPORTANT |

Phishing is a scam where criminals seek fo obfain private
i emails to ofpeople,

Get Safe Online

seeminaly from organisations such as banks. If sou@re Interactive demo

suspicious of an email” from HSBC, please forward it fo = - s
Foas To see how Infernet Banking can help you manage your To combat the threat of infernet fraud and hacking, the
phishing@hsbe.com. : 5 5 = £ s 3
money online, fake alook at ourinteractive online demo. Government and businesses like HSBC have combined to
create Get Safe Online.

HSBC BANK PLC never sends their users
emails requesting personal details this way.
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Online Scams and Phishing

Example: Offline message with malicious URL

el
iy )
= ok rnsil . comn =

. 1 i ' deid %
< Lag 4~ ~ " e®

j‘_,.' qppears to be offline. Messages wou send will be delivered when thew
=igri .

-mail this conkack insktead >

I =

hittp o Sfparttimess . com

Last message received at 1:14 PM on 12/2/2005. N iDA
SINGAPORE

. T~
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Search Engine Poisoning

Case Study: Massive Earthquake in Chile Leads to a
Surge of Rogue Antivirus

A massive earthquake struck near the Chilean city of Concepcion in the early hours
of the morning of February 27th, 2010.
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| ¥ my Digital Life

Search Engine Poisoning
Case Study: Massive Earthquake in Chile Leads to a Surge of
Rogue Antivirus

Search engine results returned for ternm
poisoned to lead users to rogue antivirus web sites.

..~ Chile Earthquake May 1960

Feb 27, 2010 . An magnitude 5.3 earthgquake struck central Chile early Saturday the ... Feb
27,20 . A rmassive magnitude 3.8 earthgquake rocked Chile early ...
dianabryan.com/sdd. php?.. chile%Z20earthgquake%20may%201360 - 2 hours ago

.- Chile Earthguake 19393

Feb 27, 2010 . 5.8-magnitude Chile earthquake collapses buildings, ... Feb 27, 2010 . Chile
rocked by 7.7 degree earthgquake . the skitown of Chillan, ...

ohwee. comfurt. php?sell=chile ®%20eanthquake®201939 - 6 hours ago

_.- Chile Earthquake Pictures

27 Feb 2010 ... Feb 27, 2010 . Chile Earthquake 2010: 5.3 Magnitude Quake Hits Santiago
(Chile Earthgquake Photos). A League Of Their Own Song ...

dharwadker. corm/byr. php?m=chile¥%Z0earthgquake®20pictures - 2 hours ago

... Page URL:

http:earthquake. usgs gov'earthgquakes/recentegsww/Quakes/us2010smag. php . 27 Feb
2010 . Chile is located in an active seismic ...
theperfumeseller. camithe. php?g=chile-quakes - 5 hours ago

CHILE EARTHQUAKE

27 Feb 2010 ... February 27, 2010, 1:18 arn / The velveeta chile earthquake the kind ...
February 27, 2010, 1:58 am / Mucoidal chile earthquake you are up on ...
themnsquitostare. com/zencart/index. php/?...chile+earthquake - 5 hours ago
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| ¥ my Digital Life

Search Engine Poisoning

Case Study: Massive Earthquake in Chile Leads to a

Surge of Rogue Antivirus

> Visiting the URLs show the all too familiar fake online scan page such as
the following:

=EEs

C ) g ]
S [/% computer » virus Scanner - [ 43 [ search I
W Orgorice = 52 Vie 5 ; :

E

Critical

Critical

—E—————
| Status: ﬁ

g BrowserIE 7.0 | 100%

A Operation systerm:yindows Vista SECURE SITE

>  After the fake scan is complete or if one tries to navigate away from the
page, the user is offered the obligatory download of files with various
fillename such as packupdatebuild[RANDOM NUMBER] [RANDOM
NUMBER].exe or inst.exe. These files were in actual fact, virus files.
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Protecting yourself from Internet Threat
Digital Lifestyle

Be cautious when
Use Antivirus and clicking on links or
Antispyware Use a Firewall. downloading files in
programs. email or instant
messages.

Use a phishing filter,
built in most email
programs and web

browsers.

Make online
Limit the amount of transactions only
information you put from a secured
online. website and
computer.

Verify authenticity
and security of
downloaded files
and new software.

Update software with
new patches
regularly.

Identify and back up Y . Use password and Only connect to
personal or financial e ( encryption to protect authorised wireless
data. 9p ' information. networks.
1DA
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Cyber Wellness

Refers to the positive well-being of Internet users and a
healthy cyber culture for the Internet community.

It involves an understanding of the risks of harmful online
behavior, an awareness of how to protect oneself and others
from such behavior, and recognition of the power of the
Internet to affect oneself and the community at large.

Source: National Internet Advisory Committee (NIAC)
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Cyber Wellness is about:

> Embracing the Net and Inspiring Others
> Developing Astuteness
> Practising Respect and Responsibility

> Striking a Balance Beyond the Internet

Source: Singapore Cyber Wellness Task Force
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The 5 0C0s of Cyber
THREATS FACED BY CHILDREN ON THE INTERNET

C ACyberbullying
N J

C APedophiles/ Online Predators

ASexting

« J

C AExposure to Undesirable Content
N J

C Alnternet & Gaming Addiction
\ J A

C AFalling prey to commerce-related

cybercrime. % Q

N J

. 3
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The 5 0C0s of Cyber

WHAT TO DO?

C ASafe and healthy communities (both real
life and online).

ABeware of truthfulness in online
interactions.

APursue dreams with focus.

C
C AFilter undesired contents.
C
C

Alncreased connectivity on the Internet
increases the risk of security breaches.
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What Can Technology Do

V Warn, prevent users from going to harmful websites

V Parental Control features (e.g. web filtering tools) to filtering

Inappropriate websites
\VV Data Theft Protection
V Scan, Detection & Clean threats

V Provide internet protection, yet should not disrupt you when you work
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> ldeas for Competition

N /
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To promote Cyber Security &
Wellness using these interactive
platforms

-

\_

Mobile Apps

Develop a mobile app in the
form of quizzes or games,
etc.

~

J

-

\_

Flash Games

Animations or games to
illustrate and engage the
audience

~

J
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